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Who are these people!? KA
A c/. <y A - f'.j_,:j

Max Roeleveld

Cloud engineer in the
High Performance
Computing team at the
University of
Groningen.

David Visscher

Architect of the Cloud4
project at the University
of Groningen.
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What do we do? KN4

- Team HPC: High Performance Computing
- Provide computing services for science and education

- Built, run, and operated by us, at the University of Groningen
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Space
Exploration

Euclid is designed to
explore the evolution of
the dark Universe. It will
make a 3D-map of the
Universe (with time as
the third dimension) by
observing billions of
galaxies out to 10 billion
light-years, across
more than a third of the

sky.

ESA
Euclid
Telescope

euclid ars
EXPLORING THE DARK UNIVERSE
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>3000
Individual

Researchers
(including you!)

100+
Publications/year

Current Tally:
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What do we have today?
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Habrok

20256 CPU Cores
204 Machines

60 GPUs

13PB Storage

1250+
Software
Packages




Clouds

Bateleur:

25144 CPU cores
137 TB RAM

206 TiB VM Storage
4 PB Filesystem
Hosts Habrok

Bare metal focused

Merlin:

1959 CPU cores

9.6 TB RAM

439 TiB VM Storage
3.2 PB Filesystem
Virtualisation focused




Cloud Platform (laaS)

Habrok (PaasS)
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Technologies we use for laaS today

- OpenStack
Virtual Machines (QEMU/kvm)
Bare Metal
Virtual Networking (OpenVSwitch)

- Centralised Storage:
- Ceph
Block Storage
Lustre
Filesystems

university of cemterfor
groningen information technology



Our
Design

Structured around
NIST 800-145
Definition of Cloud
Computing

Platform as a

Service

Our building blocks come together to form
platforms that our users can do research
on.

Infrastructure as a
Service

We provide a toolkit for those thatwantto —f
build their own platforms, made of generic
building blocks.

Ingredients

These are the basic building blocks for our
own services.

We use our expertise to turn these into our

Habrok
Batch Compute Interactive Compute Support & Training
Customer Customer Customer Customer
Paas Paas PaaS Paas
Software Access Storage RDMS,
Connection
Automation
&
Configuration
Management
Cloud Data Handling HPC Services
Virtual Datacenter Shared Parallel 5 Software
| p . I S
ViruglMachines (virtual networking) BlockStarage Filesystem g Installations
@
&
g
Bare Metal g Distribution Hardware / Software
Machines = IP Addresses Object Storage @ EESS) Research
2 (as a service) £ g
g g g (ILSELab)
s
S 7]
s
© z
Filesystem Consultancy
Automation
&
Configuration
Management
Machines Networks Floor (Management) Expertise

other services.

center for
information technology



Platform as a

. Habrok
u r Service
Our building blocks come together to form Batch Compute Interactive Compute Support & Training
- platforms that our users can do research
on. 1 Customer Customer Customer Customer
e S I n Paas Paas Paas Paas
Software Access Storage ROMS
Connection
NIST 800-145
- &
Configuration
Definition of Cloud
-
Computing -
Cloud Data Handling HPC Services
Virtual Datacenter Shared Parallel 5 Software
s
ViruglMachines (virtual networking) BlockStarage Filesystem g Installations
5
2]
Infrastructure as a A
. g
Sel’VIce Bare Metal g Distribution Hardware / Software
Machines = IP Addresses Object Storage @ EESS) Research
e =
We provide a toolkit for those thatwantto —{ | § (asaservice) = :J.
build their own platforms, made of generic E g 15 (ILSELab)
building blocks. 3 % o
z
Filesystem Consultancy
Automation
&
Configuration
Management
Ingredients
Th the b building blocks f ceniter for
ese are the basic building blocks for our Machines Networks Floor (Management) Expertise 3 3
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We use our expertise to turn these into our

other services.




OpenStack

Your Applications

N

¢ — OPENSTACK
i l CLOUD OPERATING SYSTEM
OpenStack Dashboard . /’,"i&wt /\‘ :
Compute Networking Storage
S L T
4
| OpenStack Shared Services ’
Standard Hardware

| |

52 7 university of center for :
- groningen ormation technology




Also
OpenStack

CLIENT TOOLS

- 4 cus

(We d O n ’t need | OpenStackClient
all of this)

Python SDK

& SDKs ————

OPENSTACK

] WEBFRONTEND —————— =2 APIPROXIES
Horizon EC2API

Qg WORKLOAD PROVISIONING

~
x APPLICATION LIFECYCLE

———— $4f ORCHESTRATION ——

INTEGRATION ENABLERS

‘ Kuryr

|l CONTAINER SERVICES —

18 NFY

‘ Tacker

Version 2021.02.01

Magnum Trove Murano Freezer Heat Mistral Aodh
Sahara Solum Masakari Senlin  Zagar Blazar
== compute £ sTorace
[ sLock |
Nova Zun Swift Cinder Manila
———— -}i{. NETWORKING fl HARDWARE LIFECYCLE
[ o | [~ oxs |
Neutron Octavia Designate Ironic Cyborg

@B SHARED SERVICES

| _DENTITY | | scHEouLING | | MAGES | | SECRETS |
Keystone Placement Glance Barbican
LIFECYCLE MANAGEMENT
P DEPLOYMENT / LIFECYCLE TOOLS {4 PACKAGING RECIPES FOR... —
Kolla-Ansible OpenStack-Charms TripleO Bifrost Kayobe RPM  Puppet
OpenStack-Helm OpenStack-Ansible OpenStack-Chef Containers (LOCI, Kolla)

university of
/ groningen

OPERATIONS TOOLING

(© MONITORING SERVICES
Ceilometer
Monasca Panko

@ RESOURCE OPTIMIZATION

Watcher Vitrage

~ [&hil) BILLING / BUSINESS LOGIC —

Adjutant  CloudKitty

i TESTING / BENCHMARK —

Tempest Patrole
Rally

center for
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Also
OpenStack

CLIENT TOOLS
- 4 cus

(What We | OpenStackClient
actually use)

Python SDK

& SDKs ————

OPENSTACK

[ WEB FRONTEND ———————
Horizon

Qg WORKLOAD PROVISIONING

4= API PROXIES j

———— $4f ORCHESTRATION ——

~
x APPLICATION LIFECYCLE

Version 2021.02.01

=S COMPUTE £ sTorace
| eLock |
Nova Cinder
———— -}i{. NETWORKING fl HARDWARE LIFECYCLE
| son_|
Neutron Ironic

@B SHARED SERVICES

OPERATIONS TOOLING

|§ TESTING / BENCHMARK —
Tempest
Rally

| _DENTITY | | scHEouLING | | MAGES | | SECRETS |
Keystone Placement Glance Barbican
LIFECYCLE MANAGEMENT

P DEPLOYMENT / LIFECYCLE TOOLS {4 PACKAGING RECIPES FOR... —

Kolla-Ansible TripleO Bifrost Kayobe RPM
OpenStack-Ansible Containers (LOCI, Kolla)

university of
/ groningen
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Instance Overview - OpenStack Dashboard — Mozilla Firefox
InstanceOverview -OpenSi X +

Openstack §. .- .

CITH Hbrok Merlin, Bateleur Wiki, Status Page

Q Cloud 4.0

Project / Compute

0 n e A P I Overview

~:zsh— Konsole

I davidapre

Limit Summary (speeltu\n@merhn) > $ openstack server list

Compute bol | Name | Status | Networks | Image | Flavor
3062fee3-514a-409d-9818- \ blokkendoos \ ACTIVE | het_net=10.0.6.19, | N/A (booted from volume) | hpc.vi.vm.16-64-20 |
3d2a3cb35093 | 194.171.203.82 | | |
04730073-1 @ @ ~ : ipython — Konsole
27feqe6ded

+
Instances VCPUs

david@prei ~
Used3 of 10 Used 3 of 20 david@prei ~ (speeltuin@merlin) > $ ipython
(speeltuingr  python 3.13.1 (main, Dec 4 2024, 18:05:56) [GCC 14.2.1 20246910]

-
¥ e Type 'copyright', 'credits' or 'license' for more information
IPython 8.31.8 -- An enhanced Interactive Python. Type '?' for help.
Admin
1 openstack
openstack_client = openstack.connectQ

Volumes Volume Snapshots openstack_client.compute.serversQ)
Used 100f 10 Used0of 10 <generator object Resource.list at @x7846668afad@>

4 (openstack_client. compute. serversQ)

Network

, user_ids= 69bf1549, metadata={}, hostId=63fa7111f32ac7fd7adb3ed57d65be8aa80509b595
718e3def2fcffa, image=, flavor={'vcpus': 16, 'ram': 65536, 'disk': 20, 'ephemeral': @, 'swap': @, ‘original_name': 'hpc.vi.vm.16-
64-20", 'extra specs': {}}, created=2624-08-19T67:41:457, updated=2625-02-05T16:38:457, addresses={'het_net': [{'version': 4, ‘ad
dr': '10.0.0.19', '0S-EXT-IPS:type': 'fixed', '0S-EXT-IPS-MAC:mac_addr': 'fa:16:3e:47:73:e8'}, {'version': 4, 'addr': '194.171.20
3.82', '0S-EXT-IPS:type': 'floating’, '0S-EXT-IPS-MAC:mac_addr': 'fa:1 7:73:e8'}]}, accessIPvd=, accessIPv6=, links=[{'rel’
'self', 'href': 'https://merlin.hpc.rug.nl:8774/v2.1/servers/3062fee3-514a-409d-9818-3d2a3cb35093'}, {'rel’: 'bookmark’, 'href':

Allocated 0 of 50 Used1of 10 ‘https://merlin.hpc.rug.nl:8774/servers/3062fee3-514a-409d-9818-3d2a3cb35093'}], 0S-DCF:diskConfig=AUTO, progress=@, 0S-EXT-AZ:a
vailability_zone=nova, config_drive=, key_name=david, 0S-SRV-USG:launched_at=2024-8-19T67:41:52.000000, 0S-SRV-USG:terminated_at
=None, 0S-EXT-STS:task_state=None, 0S-EXT-STS:vm_state=active, 0S-EXT-STS:power_state=1, os-extended-volumes:volumes_attached=[{'

u s id': 'dbbf18f4-e374-482a-81b1-5d5f5b2a3c25', 'delete_on_termination': False}], locked=False, locked_reason=None, description=Deve
sage Summary lopment box used for cloudd (and other projects), tags=[], trusted image_certificates=None, 0S-EXT-SRV-ATTR:hostname=blokkendoos,
security_groups=[{'name': 'default'}, {'name': 'ssh_all'}], location=Munch({'cloud': 'enwvars', 'region_name': 'RegionOne', ‘zon
e': 'nova’, 'project’: Munch({'id': 'ad6a@1fb7a614a638cd49b97d6daf5a6’, ‘name’: 'david_speeltuin', 'domain_id': 'default’, 'domai
Select a period of time to query its usage: n_name': None}})),
openstack. compute.v2. server. Server(id=04730a73-143d-43b 27 ppel, status=ACTIVE, tenant_id=ad6a@1fb7a6
140638¢d49b97d6daf5as, user_{d-096d95cch32242bbb63a9a6c69bF1549, metadata= 3, hostId= 40045e6443136e2698ac64326F63e1508504668b1080
32843a19b564, image=, flavor={'vcpus': 8, 'ram': 32768, 'disk': 160, 'ephemeral': @, 'swap': @, 'original_name': 'mi.2xlarge’,
xtra_specs': {}}, created=2023-01-27T13:14:43Z, updated=2025-01-06723:24:49Z, addresses={'het_net': [{'version': 4, U
Active Instances: .0.10", '0S-EXT-IPS:type': 'fixed', 'OS-EXT-IPS-MAC:mac_addr': 'fa:16:3e:3f:eb:b7'}, {'version': 4, 'addr': '194.171.203.168',
Active RAM: S-EXT-IPS:type': 'floating', '0S-EXT-IPS-MAC:mac_addr': 'fa:16:3e:3f:eb:b7'}]}, accessIPvd=, accessIPvé=, links=[{'rel
This Period's VCPU-Hours: *https://merlin.hpc.rug.nl:8774/v2.1/servers/04730a73-143d-43ba-adea-27feae64e425 '}, {'rel': 'bookmark', 'href': 'https:/
This Period's GB-Hours: 0
This Period's RAM-Hours:

' [openstack. compute. v2. server. Server(id=3062fee3-5 d-9818-3d2a3cb35093, name=bl , status=ACTIVE, tenant_id=ad6a@1fb7

Security Groups.

& Download CSV Summary

Displaying 3items

Instance Name

17



Network Topology - OpenStack Dashboard — Mozilla Firefox

ork Topolo;

Hbrok Merlin, Bateleur Wiki, Status Page

Virtual |
Networks

API Access

Compute > Network Topology

Project / Network / Network Topology

Volumes >
@ launchinstance | +CreateNetwork  +Create Router

Network e

Topology Graph

Net

Hismall | S2Normal

Networks

Routers

Security Groups

Floating IPs
Admin >
Router
Identity >

Instance

Instance

@Launchinstance | +CreateNetwork | +Create Router




How do we deploy it today?

- Use the OpenStack official deployment tooling
Kolla
Kolla-Ansible
Kayobe
- Undercloud/Overcloud Architecture
Build a big cloud with a small cloud
- For Ceph
cephadm
Kayobe

university of center for
groningen information technology



Challenges

- Existing stack is incredibly complex
many interconnected moving parts
makes maintenance/evolution very labor intensive

- Dependent on external deployment system
different priorities
contains lots of things we don’t need, but that can break

university of oembertor
3 information technology
groningen



The way systems grow organically
does not lead to the most optimal setup

university of oemtarfor
i information technology
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Something better?

- Make maintenance easier
Improve stability, reliability, and the lives of our engineers

- Determine for ourselves what we do and don’t want in our infrastructure
Less is more

- Independence
We determine what is important for our stack

groningen

university of / center for
information technology
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Where do we go from here?

groningen
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So why do we do this ourselves?

No other options:

- Off the shelf appliances
- External hosting
- Public Cloud

Common pattern:

- Stuff you don’t need

- fortoo much money,

- with vendor lock-in,

- and with little autonomy.

- Also, tendering is not fun

university of center for
groningen information technology



New Approach

- Ourown deployment (distro) of OpenStack
- Built with Salt / Python
- Apply YAGNI

- Core principle:
Everything Should Be Made
as Simple as Possible,
But Not Simpler

university of oemtarfor
1 information technology
groningen




@
" &
Goals <
®
& ® o .
*
?

- Maintain / evolve institutional knowledge A AN
- Stable / predictable environments

- Optimised for lifecycle work, not deployment work

groningen

university of / center for
information technology




How will we manage all this? I NAA

- Infrastructure as Code is a must A XN ]
- Heavily prefer open source technologies

And contribute when we can

- Work with the garage door open, using a public git repo
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What’s next?

- Building a new platform to replace Bateleur / Merlin: Cloud4

-  How to start?

Strong design principles
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Our 4 design principles

groningen

university of center for
information technology




1. Opinionated framework KNV
- Cloud4 is our new framework, NN N
aimed at our own case/priorities. e " =

- We use that framework to build cloud(s)
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1. Opinionated framework KINAA
- One size fits one AT

- Problem-First, not Cool-Tech-First (as boring as possible)

- Minimize complexity
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The Cloud
Design

Ceph Cluster Openstack Cluster Supporting
Services

Storage solution providing 6 Provides IAAS consisting of a Services for configuration,
RADOS Block Device, Compute, Networking, monitoring, and automation.
RADOS Gateway, CephFS Storage

Cloud4 Framework

Built up of distinct loosely coupled independent components

university of cemterfor
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2. Focus on the lifecycle

- 79% of costs over the lifetime of a system is “lifecycle costs”[1] - + 1/
- Maintenance is more important than deployment

- All normal work should be automated or automatable

[1] “Zarnekow, Ruediger, and Walter Brenner. ‘Distribution of Cost over the Application Lifecycle - a Multi-Case Study.’, 1 January 2005, 79
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3. Have ONE way of doing things

“There should be one —and
preferably only one — obvious way to

doit.”
- Tim Peters; The Zen of Python

[ ~: python — Konsole

david@prei ~

> $ python

Python 3.13.1 (main, Dec 4 2024, 18:05:56) [GCC 14.2.1 20240910] on linux
Type “"help"”, "copyright", “"credits” or "license" for more information.

>>> import this

The Zen of Python, by Tim Peters

Beautiful is better than ugly.

Explicit is better than implicit.

Simple is better than complex.

Complex is better than complicated.

Flat is better than nested.

Sparse is better than dense.

Readability counts.

Special cases aren't special enough to break the rules.

Although practicality beats purity.

Errors should never pass silently.

Unless explicitly silenced.

In the face of ambiguity, refuse the temptation to guess.

There should be one-- and preferably only one --obvious way to do it.
Although that way may not be obvious at first unless you're Dutch.
Now is better than never.

Although never is often better than *right* now.

If the implementation is hard to explain, it's a bad idea.

If the implementation is easy to explain, it may be a good idea.
Namespaces are one honking great idea -- let's do more of those!

» 1
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3. Have ONE way of doing things W \VAVAY

- For us this means: A AN

The code’s structure should encourage the correct behaviour
Declarative Config Management

The Exception is the Rule
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Exceptionis the rule: an example

def run():
Renders the base environment pillar assignment.
Assigns the minions their pillar file based on the name they have.

minion_id = __opts__["id"]
hostname, domainname = minion_id.split(".", 1)
if "-" in hostname:
hostname, count = hostname.rsplit("-", 1)
count = 0
domainname = domainname.replace(".", "_")

relevant_pillar_files = []

add_if_pillar_file_exists(relevant_pillar_files, "defaults.sls")
add_if_pillar_file_exists(relevant_pillar_files, f"defaults/{hostname}.sls")
add_if_pillar_file_exists(relevant_pillar_files, f"defaults/{hostname}/{count}.sls")
add_if_pillar_file_exists(relevant_pillar_files, f"environments/{domainname}/defaults.sls")
add_if_pillar_file_exists(relevant_pillar_files, f"environments/{domainname}/{hostname}.sls")
add_if_pillar_file_exists(relevant_pillar_files, f"environments/{domainname}/{hostname}/{count}.sls")

pillar_top = {"base": {"*": relevant_pillar_files}}

return pillar_top
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4. Complexity

- Everything should be as simple as possible, but no simpler -
- Complexity does not disappear when hidden (in other systems/li'braries)
- Apply YAGNI to keep complexity in check

- Delete, Delete, Delete
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Principles

1. Build an opinionated framework, then build your platform
2. Focus on the lifecycle, not the deployment
3. Have ONE way of doing things, and have that be the most intuitive option

4. Prefer simple over complex, complex over complicated
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What does this all get us?
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Main Differences

old Cloud4 =LAV N
Has to work for everyone Not generic

Static Configuration Dynamic Configuration

299490 LOC 5519 LOC (<2%)

Lots of tech debt Easier to add functionality and grow

Big-Bang updates required Can be upgraded gradually

university of oo foe !
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Main Differences (technical) KINAA

old Cloud4 iV, 7!
Many Many Many Containers No No No Containers ‘

Templates in templatesiin ... Just... no

all the way down Clean python code or simple Jinja2
Control plane runs networking Control plane separate from network traffic
VLAN-Land Edge Routing

IPv4-only IPv6-only internally
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Cloud migration

1. Deploy a new Cloud4 control plane / setup in a rack
next to the old cloud

2. Clear out machines from the old cloud one-by-one

Introduce those machines to the new cloud

4. Migrate existing customers over to the new cloud
a. Early adopters will want to
b. The bulk will pragmatically follow features / qualities
.. Laggards will feel threatened by EOL date

5 2297

6. Profit

L
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Cool, but what’s the catch?
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It’s a whole load of work

- Build from scratch
High amount of effort
Have to be in it for the long haul (1.5 years and counting)

- Discovering our requirements and constraints

- Understanding Legacy
Lots and lots of trial and error
... and software archeology
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Inheriting Living Legacy N VAval

- We have to keep the old environments up and running AN AT
Inherited from the before times <y

- We have to keep the stakeholders in the loop
Migration path should be clear
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The way systems grow organically does
not lead to the most optimal setup
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Principles

1. Build an opinionated framework, then build your platform
2. Focus on the lifecycle, not the deployment
3. Have ONE way of doing things, and have that be the most intuitive option

4. Prefer simple over complex, complex over complicated
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Canitrun DOOM?

DOSBOX - OpenStack Dashboard — Mozilla Firefox

DO HERE IS EPHEME!

ﬁ‘clumlw &

Project v
Connected to QEMU (instance-00000009) Send CtrlAltDel

APl Access

Compute v

Overview

Images

Key Pairs

Server Groups

Volumes >
Network > 4
Admin >
Identity >

HEALTH- il 89
AHXHO

ARKOR

HWERPONRS) 1

KREHE

STATUS
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Wanna see the code? <1 KA

You can! AN e
https://gitrepo.service.rug.nl/cit-hpc/cloud-4/cloud4
It works for us, and just for us.
(it’s really boring)
g:,;i;,l‘iarll‘zietg Of / mg::;::fon technology



https://gitrepo.service.rug.nl/cit-hpc/cloud-4/cloud4

Thanks KINAA
Contact us at hpc@rug.nl for more information/questions. AN W=
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