money for nothing, chips for free
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e July 5 — Japan launches a probe to M 1 Russia as an outer space-
exploring nation.
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| |
From: peter honeyman <honey@citi.umich.edu>

To: "Robert Russell" <rrussell@umich.edu>
Subject: Re: 7/24/98 Visit S :
Date: Wed, 22 Jul 1998 16:02:22 -0400 M&A’f p Vihveriiy - wE SN

bob here is the agenda for our meeting friday morning. 1i'm thinking
of ordering out for pizza and stealing cokes from the vending machines
JUST KIDDING ON THE COKES so feel free to stay for the whole morning
with us. thanks.

Conference Room 2

Peter Honeyman, CITI (Director) .
Charles J. Antonelli, CITI (Asst. Director) v S|t h h Card
Jim Rees, CITI (Technologist) N &

Bob Russell, MCARD (Asst. Dir., Financial Operations)

Jeff Sxxxxxr, Secret Service, Electronic Crimes Branch
Gil Bxxxx%1l, Secret Service, Electronic Crimes Branch

9 AM Electronic Crimes (Shaffer)
9:30 MCard (Russell)

10 Smartcard R&D at CITI (Honeyman)
11 Discussion
Noon Lunch
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a brief history of smart cards
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smart card r&d
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ORI o D Following

citi.umich.edu
@CITIdotUMICH Follc

From 1986 to 2013, CITI engaged in externally sponsored R&D projects to enhance
the UM IT environment and transferred the results to .com, .gov, and .edu.
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Smartcard Integration with Kerberos V5

Naomaru Itor and Peter Honeyman
Center for Information Technology Integration

aglo

@

U?Z i”UG TSity Of MZCh zgan CWCTEST.CITI.UMICH.EDL
Ann Arbor A&LO.CITI. UALICH

1to10@eecs.umich.edu, honeyQ@citi.umich.edu
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SEIMDAL.CITL.UMICH.EDU

Kerberos

3) {TGT }xu Workstation @
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l) username
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SCFS: A UNIX Filesystem for Smartcards

Naomaru Itoi, Peter Honeyman, and Jim Rees
Center for Information Technology Integration
Unwversity of Michigan
Ann Arbor

1to1@eecs.umich.edu, honeyQOciti.umich.edu, rees@umich.edu

IS0-7816 ' | Multiflex Write —+—

interface 6 L Cyberflex Access Writ
. . D Smartcard
Application 4T e
Y Y 2| =

UNIX
Filesystem
interface

User—-level

read/write size (byte







Secure Internet Smartcards

Naomaru Itoi, Tomoko Fukuzawa, and Peter Honeyman

Program in Smartcard Technology
Center for Information Technology Integration
University of Michigan

Ann Arbor

http://www.citi.umich.edu/projects/smartcard/

Smartcard’s
Workstation

tunnel daemon

@User
User’s

Workstation

Application

. %g% SPEKE library
UDP on 1P

protected by SPEKE

(&

Application class
SPEKE class
UDP/IP class

time (s) events

0.00 kinit start
0.02 SPEKE connect start
0.03 Host send SPEKE]1 (connect request)
0.03 Host send SPEKE2 (Q )
2.07 Host recv SPEKEL1 (@ p)
3.56 Host recv SPEKE2 (connect ok)
3.56 get_key_num start
5.88 get_key_num finish
5.88 decrypt ticket start
9.93 decrypt ticket finish
9.93 decrypt ticket start
12.80 decrypt ticket finish
12.80 kinit end



Webcard: a Java Card web server

Jim Rees
Peter Honeyman

info@citi.umich.edu

Webcard: Smart Card Web Server

What you see here is web information from the actual Webcard smart card Web Server whose
URL is http://smarty.citi.umich.edu/.

This Webcard web server is running on a Cyberflex Access smart card with 16 KB of eeprom. The
card 1s connected to the Internet via an ISO 7816 T=0 serial link at 55.8 Kbps. The card terminal is
connected to an OpenBSD server running a simple daemon that forwards packets between the card
and the Internet via a tunnel device. All ip, tcp, and http processing is handled by the card, and all
web content 1s stored on the card.

In addition to this page, this Webcard also contains these files:
Webcard photo
Webcard java source code

For more information about smart card research at CITI, see the CITI Smart Cards page.
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Webcard: a Java Card web server

Jim Rees
Peter Honeyman

info@citi.umich.edu

Webcard: Smart Card Web Server

What you see here is web information from the actual Webcard smart card Web Server whose
URL is http://smarty.citi.umich.edu/.

This Webcard web server is running on a Cyberflex Access smart card with 16 KB of eeprom. The
card 1s connected to the Internet via an ISO 7816 T=0 serial link at 55.8 Kbps. The card terminal is
connected to an OpenBSD server running a simple daemon that forwards packets between the card
and the Internet via a tunnel device. All ip, tcp, and http processing is handled by the card, and all
web content 1s stored on the card.

In addition to this page, this Webcard also contains these files:
Webcard photo
Webcard java source code

For more information about smart card research at CITI, see the CITI Smart Cards page.
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Personal Secure Booting —> Boot
-==%» Check MAC

Refer

Naomaru Itoi!, William A. Arbaugh?, Samuela J. Pollack?®, and
Daniel M. Reeves?

Application 1 Application 2
N

...
..
~
..
-~

! Center for Information Technology Integration
University of Michigan
itoi@eecs.umich.edu

> Department of Computer Science
University of Maryland, College Park
waa@cs.umd.edu Operating System

> Electrical Engineering and Computer Science Department Kernel‘ \/Smartcard
University of Michigan T

pollack@engin.umich.edu, dreeves@eecs.umich.edu / I;lf;g: of kernel,
GRUB Stage 2 ~

Cert of GRUB Stage 2

[W]e have developed a system called 3 T

sAEGIS, which embraces a smartcard : = M
as personal secure storage for TR Stese 7 Extension Card
computer component hashes, and i T
uses the hashes in a secure booting BIOS Section 2
. . Certs of BIOS1l, BIOS2,
process to ensure the integrity of the Extension Cards,
age
computer components. ‘ T

BIOS Section 1
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a vending machine protocol

1. vending machine checks that the purse has sufficient funds
2. cardholder makes and receives a selection
3. vending machine updates the purse



Message to MCard MCard response

RESET I’m awake!
How much $$% in the purse? $18.23
Last entry in transaction log? $18.23

Authenticate me: give me a nonce |Here s a nonce

Nonce encrypted with shared key |Vending machine is authentic

Reserve $1.25 in the transaction log |OK

phase 1: before the selection
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Message to MCard MCard response

Give me a nonce Here is a nonce

Debit $1.10 from the purse,
authenticated with encrypted nonce

P

Another nonce-based Thou art truly an authentic
authentication vending machine
Log the $1.10 transaction o=

phase 2: after the selection
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candidate protocol

1. Mutually authenticate
2.Check purse value

3. Customer makes selection
4.Update the purse

5. Deliver the selection

0. Eject cara
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responsible disclosure
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Card
vse

Message to MCar

MCard response

RESET

I’'m awake!

How much $$$ in the purse?

$18.23

Last entry in transaction log?

$18.23, like | said

Authenticate me: give me a nonce

Here is a nonce

Nonce encrypted with shared key

Vending machine is authentic

Reserve $1.25 in the transaction log

(0],

Phase 1: before the selection
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aftermath
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