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it can’t be done
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[W]e have developed a system called 
sAEGIS, which embraces a smartcard 

as personal secure storage for 
computer component hashes, and 

uses the hashes in a secure booting 
process to ensure the integrity of the 

computer components.
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1. vending machine checks that the purse has sufficient funds 
2. cardholder makes and receives a selection 
3. vending machine updates the purse 

a vending machine protocol



Message to MCard MCard response
RESET I’m awake!

How much $$$ in the purse? $18.23

Last entry in transaction log? $18.23

Authenticate me: give me a nonce Here is a nonce

Nonce encrypted with shared key Vending machine is authentic

Reserve $1.25 in the transaction log OK

phase 1: before the selection





Message to MCard MCard response

Give me a nonce Here is a nonce

Debit $1.10 from the purse, 
authenticated with encrypted nonce 👍

Another nonce-based 
authentication

Thou art truly an authentic 
vending machine

Log the $1.10 transaction 👍

phase 2: after the selection





why?



1.Mutually authenticate

2.Check purse value

3.Customer makes selection

4.Update the purse

5.Deliver the selection

6.Eject card

candidate protocol







responsible disclosure



Message to MCard MCard response
RESET I’m awake!

How much $$$ in the purse? $18.23

Last entry in transaction log? $18.23, like I said

Authenticate me: give me a nonce Here is a nonce

Nonce encrypted with shared key Vending machine is authentic

Reserve $1.25 in the transaction log OK

Phase 1: before the selection







we spent it all
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dodging the feds



thank you






