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Textový v. binární soubor

Binary file

▪ the basic unit is a byte (1 byte = 8 bits)

▪ a sequence of bytes from start to end

▪ Unreadable in a plain text editor

▪ Image (.jpg), video (.mp4), font (.ttf), 
database (.sqlite), archive (.zip), 
executable code (ELF, Windows .exe)

▪ Integer values are in the same format as 
in the computer's memory

Text file

▪ the basic unit is a character

▪ divided into lines - sequence of printable 
and whitespace characters + end of line 
marker (LF, CR, CR LF)

▪ Readable and easy to edit in plain text 
editors (Notepad, VS Code, Notepad++, 
Vim)

▪ .txt, .rtf, .csv, .json, .xml

▪ Characters are encoded into bytes 
according to the character set (e.g. ASCII, 
UTF-8)

Text vs. binary file1 /
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Offset 
(dec)

Byte 
sequence 
(hex)

Byte sequence meaning

19 2C Image descriptor start marker

20 00 00 x-position of the left edge of the 
image: column zero

22 00 00 y-position of the top edge of the 
image: line zero

24 01 00 Image width: one pixel

26 01 00 Image height: one pixel

28 00 Bit field: no color palette and no 
interlacing

29 02 Initial LZW code size in bits minus 1

30 02 LZW-encoded block size in bytes

31 44 01 Encoded image data (one pixel with 
zero index)

33 00 Terminator of the LZW-encoded block

34 3B GIF file terminator: the ‘;’ character

Offset 
(dec)

Byte 
sequence 
(hex)

Byte sequence meaning

00 47 49 46 ASCII string ‘GIF’ – "magic" file number 
(GIF signature)

03 38 39 61 ASCII string ‘89a’ – GIF version

06 01 00 Logical screen width: one pixel

08 01 00 Logical screen height: one pixel

10 80 Bit field: enable global color palette

11 00 Background color index

12 00 Pixel width to height ratio: 1:1

13 FF 80 00 First color in the palette: orange 
(#ff8000)

16 FF FF FF Second color in the palette: white 
(#ffffff)

Image 
data
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Binary analysis
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GIF o velikost 1 x 1 pixel

parsing 
(reading)

serialization 
(writing)

GIF format

Parsing and serialization2 /
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Parser generator

Dedicated format library

Own parser

Parser combinator
Construct (Python) 
Binary-parser (JavaScript) 
BinData (Ruby)

Kaitai Struct  
Spicy (C++)
EverParse (C)
Apache Daffodil (Java, C)

Getting a parser2 /
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Comparison of the speed of combinators (Scapy, Construct and Hachoir) and the 
Kaitai Struct generator in processing network packets

2 / Parser combinators vs. generators
https://pythonistac.wordpress.com/2017/03/09/python-network-packet-dissection-frameworks-shootout-scapy-vs-construct-vs-hachoir-vs-kaitai-struct/
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Kaitai Struct3 /
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kaitai.io

https://kaitai.io/


parser generator for 11 programming languages

other parsing targets – Construct, Awkward Arrays

serialization in 2 languages – Java and Python

declarative language (.ksy) for specifying arbitrary binary formats

What is Kaitai Struct?3 /
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2014 origin of the project (Mikhail Yakshin) – reverse engineering

2016

2017

2023

open-source release

FOSDEM 2017 

FOSDEM 2023 
serialization for Java and Python

Java, Ruby

8 supported languages ⭐ 400+

11 supported languages

600+

My involvement: 2019 – Kaitai team
2020 – admin 

2022 – 1st NLnet grant (serialization)

2023 – 2nd NLnet grant (Rust, …)

⭐ 3600+

History of Kaitai Struct3 /
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meta:
id: hello_world

seq:
- id: one

type: u1

class HelloWorld(KaitaiStruct):
# ...
def _read(self):

self.one = self._io.read_u1()

kaitai-struct-compiler

hello_world.ksy hello_world.py

└─ one = 0xFF = 255

hello_world.py

class KaitaiStream:
# ...
def read_u1(self):

return struct.unpack('B', self.read_bytes(1))[0]

kaitaistruct.py (runtime library)

input binary file
parsed data

1. Compilation

2. Parsing

class HelloWorld(KaitaiStruct):
# ...
def _read(self):

self.one = self._io.read_u1()

Kaitai workflow3 /
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1 format spec = 11 parsers

standard way to describe binary formats

library of format specifications

GraphViz diagram

.ksy language simplicity

serialization

testing

visualization and dumping tools
▪ console visualizer (ksv)
▪ ksdump
▪ Web IDE

distribution

Tools for analyzing binary formats 14 NLUUG najaarsconferentie 2023
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1 .ksy specification = 11 parsers

public class HelloWorld extends KaitaiStruct {
// ...
private void _read() {

this.one = this._io.readU1();
}

class HelloWorld < Kaitai::Struct::Struct
# ...
def _read

@one = @_io.read_u1
end

meta:
id: hello_world

seq:
- id: one
type: u1

class HelloWorld(KaitaiStruct):
# ...
def _read(self):

self.one = self._io.read_u1()

and others (C++, C#, Go, JavaScript, Lua, Nim, Perl, PHP)

Java

Python

Ruby

.ksy spec

Tools for analyzing binary formats 15 NLUUG najaarsconferentie 2023
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GIF Microsoft Word .doc

3 / Kaitai features
standard way to describe binary formats

Tools for analyzing binary formats 16 NLUUG najaarsconferentie 2023



Kaitai – formátová galerie

formats.kaitai.io185 format specifications by 81 contributors

library of .ksy format specifications

3 / Kaitai features
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Proč Kaitai3 / Kaitai features
library of .ksy format specifications
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185 format specifications by 81 contributors formats.kaitai.io

https://formats.kaitai.io/


GraphViz diagram

3 / Kaitai features
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meta:
id: ftl_dat
endian: le

seq:
- id: num_files
type: u4

- id: files
type: file
repeat: expr
repeat-expr: num_files

types:
file:
seq:
- id: ofs_data
type: u4

instances:
data:

pos: ofs_data
type: file_data
if: ofs_data != 0

little endian

attribute name

file_data:
seq:
- id: len_file

type: u4
- id: len_filename

type: u4
- id: filename

size: len_filename
type: str
encoding: UTF-8

- id: body
size: len_file

expression language

char. string

no type⇒ byte array

byte offset
unsigned 4-byte integer

number of repetitions

.ksy language simplicity
but powerful: unaligned bit types, type switch, byte processing, imports, …
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Areas of application

▪ format conversions (parse → transform → serialize to another 
format)

▪ fuzzing

▪ video games modding

1. editing an existing file

2. creating a new file

serialization

Tools for analyzing binary formats 21 NLUUG najaarsconferentie 2023
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Kaitai – testování
292 tests

testing

Tools for analyzing binary formats 23 NLUUG najaarsconferentie 2023

3 / Kaitai features



Kaitai – testování

1. initial parsing
2. writing to a new stream 

(serialization) 3. parsing from the new stream

=

PASS FAIL

4. comparison of data before and after the round trip

serialization testing round trip
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console visualizer (ksv)
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3 / Kaitai features

github.com/kaitai-io/kaitai_struct_visualizer

https://github.com/kaitai-io/kaitai_struct_visualizer


{
 "magic": "89 50 4E 47 0D 0A 1A 0A",
 "ihdr_len": 13,
 "ihdr_type": "49 48 44 52",
 "ihdr": {
  "width": 300,
  "height": 300,
  "bit_depth": 8,
  "color_type": "color_type_truecolor",
  "compression_method": 0,
  "filter_method": 0,
  "interlace_method": 0
 },
 "ihdr_crc": "F6 1F 19 22",
 "chunks": [
  {
   "len": 919,
   "type": "IDAT",
   "body": "78 9C ED D9 31 8A C3 40 14 44 C1 1E E3 FB 5F…",
   "crc": "21 CB 54 D1"

},
{

"len": 0,
"type": "IEND",
"body": "",
"crc": "AE 42 60 82"

}
]

}

ksdump (JSON output)

Tools for analyzing binary formats 26 NLUUG najaarsconferentie 2023

3 / Kaitai features

github.com/kaitai-io/kaitai_struct_visualizer

https://github.com/kaitai-io/kaitai_struct_visualizer


input binary file

.ksy format spec

object tree

Web IDE ide.kaitai.io
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3 / Kaitai features

https://ide.kaitai.io/


distribution – runtime libraries

npm – JavaScript NuGet – C#PyPI – Python

RubyGems – Ruby Packagist – PHPMaven Central 
Repository – Java
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distribution – compiler https://repology.org/project/kaitai-struct/versions

Homebrew Void Linux AUR nixpkgs

WinGet
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3 / Kaitai features

https://repology.org/project/kaitai-struct/versions
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Other binary analysis tools



https://github.com/dloss/binary-parsing

Dirk Loss
list of parsing tools, hex editors...
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4 / Binary analysis tools

https://github.com/dloss/binary-parsing
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4 / Kaitai collaboration with other tools

fq Mattias Wadman
inspired by jq , a tool for working with JSON data
dealing with multimedia formats

github.com/wader/fq

https://github.com/wader/fq


BANG Armijn Hemel
firmware analysis
• provenance detection
• security scans
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4 / Kaitai collaboration with other tools
github.com/armijnhemel/binaryanalysis-ng

https://github.com/armijnhemel/binaryanalysis-ng


Corkami posters

Ange Albertini
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Don't write parsers by hand, use a suitable binary tool.

There are many to choose from 
and they will save you a lot of time.
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https://kaitai.io/

https://github.com/kaitai-io

@kaitai_io

https://gitter.im/kaitai_struct/Lobby
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Thanks!

https://twitter.com/kaitai_io
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