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Training when sporting

https://www.gobeyondexercise.com/club-soccer-program
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And in IT security?

https://www.offsec.com/wp-content/uploads/2010/03/TryHarderFlamesWebPageBannerSmaller.png



  

Gender difference in trying harder?

https://commons.wikimedia.org/wiki/File:Rubik%27s_cube.svg by Booyabazooka 

Evidence from speedcubers:

Whereas boys are slightly
discouraged by failing to
qualify for the second round,
girls are affected more and
are more likely to give up
forever. Furthermore, we find
that this gender difference is
most significant in countries
with larger gender gaps in
labor market outcomes.
https://www.sciencedirect.com/science/article/abs/pii/S016
5176521002202



  

How I got OSCP

TRY

WATCHDOCUMENT



  

Study: Math with worked examples

John Sweller & Graham A. Cooper (1985): The Use of Worked Examples as a
Substitute for Problem Solving in Learning Algebra, Cognition and Instruction, 2:1, 59-8



  

Jeopardy-style CTF's

How the Best Hackers Learn Their Craft, David Brumley, 2018:  https://www.youtube.com/watch?v=6vj96QetfTg
List of CTF's to practice: https://challengethecyber.nl/links/

https://engineering.invoca.com/invoca-capture-the-flag-ctf-2022-83155dfabfc4



  

The broader spectrum

https://danielmiessler.com/p/build-successful-infosec-career/



  

Programming and the brain

https://freecontent.manning.com/felienne-hermans-the-programmers-brain/



  

Reading code

● Lack of knowledge
● Lack of information
● Lack of processing power



  

Memory test

https://www.exploit-db.com/exploits/40938



  

Chunking

DE GROOT. A. Thought and choice in chess,1965 

process by wh ich
s m a l l i n d i v i d u a l
pieces  of a set of
information are bound
together to create a
meaningful whole 
later on in memory

https://de.wikipedia.org/wiki/Schach

https://en.wikipedia.org/wiki/Chunking_(psychology)



  

Deliberate training session

1) Exploit-db or GitHub

2) Memory test

3) Lack of what?

4) Chunking

5) (Worked 

example)



  

Implicit memories

The Programmer's Brain by Felienne Hermans



  

How not to forget

https://en.wikipedia.org/wiki/Forgetting_curve

Simplified Ebbinghaus formula :)
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Weekly Training schedule

Mo Tu We Th Fr

Code OR
Systems OR
Networking

CTF

Step 0: If you haven't done so, take a programming course and learn python or C.

First time:
Make a worked example.
Stick roughly with the
approach.



  

Coach

1) A real person you know

2) A mentorship programme

3) Online communities

 Possible approaches:



  

Lifestyle

Other factors that would be tackled in sports:

● Nutrition
● Sleep
● Mental health
● Physical Activity



  

Three molecules



  

Summary

● CTF's to practice hacking
● Regular practice basics / pillars (sys, net, dev)
● Deliberate practice and worked examples!
● Healthy lifestyle :) 



  

Thank you...

● For your attention
● For being here
● For having me



  

Questions

● So are we really doing fine with learning
security with CTF's?

● If hacking were a sport, would I still need to
sport?

● Who are you anyway?
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