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About you

* Vragen? « Wat is cloud?

Cloud



Cloud: the new IT model

Cloud



Cloud is a state of mind
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How did we get here?

2000s
Internet

1990s
1970-803 Client/Server

Mainframe

Each of these steps was a disruptive innovation ...

Cloud




Disruptive innovations

* Not as good (initially)  Wikipedia
* Much cheaper e PC

e Addresses ‘over-served’

e Internet
customers

 Rapidly improving * Cloud computing

 Eventually drives original
out of the market

https://en.wikipedia.orgﬁlﬁllll/Disruptive innovation



https://en.wikipedia.org/wiki/Disruptive_innovation




Your daddy’s datacenter




The new cloud world:
everything is connected




115 Years of Moore’s Law
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IT is getting more complicated

* Moore's law

* More technology

 More components

« More programming languages
* More interfaces and devices

* More pervasive IT

* More threats

« More brainpower required

« More productivity required

Cloud
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Byte into an Apple ........... $666.66

* includes 4K bytes RAM

CRYSTAL
BREADBOARD CONTROLLED
TIM!NC

COMPLETE '

VIDEO TERMINAL I 4 FULLY REGULATED

ELECTRONICS ‘\J POWER SUPPLIES
I
I
L
LOW-I'RggLE
ON ALL IC'S ,/'ceg::t!}sc"f‘)ga
' M - . B . CASSETTE
FIRMWARE _ _ — - -
IN PROMS e . ‘ = -l cogmekc?ox
KEYBOARD 6802 4 emmccccccceooo———
INTERFACE  MICROPROCESSOR 8K BYTES RAM
APPLE Computer Company * 770 Welch Rd., Palo Alto, CA 94304 « (415) 326-4248
OCTOBER 1976 CIRCLE NO. 7 ON INQUIRY CARD INTERFACE AGE 11
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iPhone 6

Kuala Lum';r)‘groneg

SlubCloud



Control in the supply chain

Cloud



Today's car

« Cheaper

More fuel efficient
More functional
Safer

Better

More colors




A simple cloud supply chain
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A more realistic supply chain
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Hybrid mobile app architecture and supply chain

Customer mobile

@@
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Azure cloud database

Appstore

(€
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Who owns which piece? a Reverse proxy
Who controls which piece!?

Which are cloud services?
Which could be cloud services?
Where is sensitive data!?

Other risks?

How is it protected!?

D

APl Gateway

Company database




Cloud is here to stay

 Imagine: 10 times the * The cloud business case is
amount of computers and about productivity
software from what we have , Efficiency of people

today . .
* Faster delivery and time to
« How much staff does that market

take to manage?
5 * DevOps

 Big Data

Cloud



5 essential characteristics bring benefit

* Resource pooling. Multiple customers

- On-demand self-service. Unilateral provisioning

- Broad network access. Network and client

 Rapid elasticity. Speedy provisioning and deprovisioning
- Measured Service. Pay per use

Cloud



Resource
pooling

On-demand self
service

Broad network
access

Rapid
elasticity

Measured
service

The resources are pooled to\
serve a number of

independent users. This is
also called ‘multi-tenancy’.

Resources will be allocated
dynamically.

Resources could be
*Processor capacity
*Storage / Memory
*Bandwidth
*Software

X y

ClubCloudComputing
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Resource The consumer can \

pooling unilaterally decide to change
his resource consumption,
On-demand self i.e. through a website,

service potentially programmatically

Broad network No human intervention at
access provider necessary

Rapid Potentially no human
intervention at consumer

elasticity either: API

Measured
service \ /

ClubCloudComputing

28



What if you don't get self-service?

« What would happen to the business value?

Cloud



Resource
pooling

On-demand self
service

Broad network
access

Rapid
elasticity

Measured
service

*through a variety of
networks

by a variety of devices: PC,
server, mobile

The network is a given

. /

ClubGloudComputing

The service is accessible \

30



Resource ﬂe resources can be scaleh

pooling up and down quickly.
On-demand self This is done without
service provider intervention,
through the on-demand self
Broad network service.

dCCessS
Rapid as in “rapid enough

Rapid for the business process it
supports”

elasticity

Measured
service /

ClubCloudComputing

31



Resource ﬂe consumption of the \

pooling resource is measured in a
meaningful way, e.g.
On-demand self . memory,
service * processor capacity,

* user counts.
Broad network

access This usage can be the basis
for the billing of the
Rapid consumer.

elasticity

Measured
service /

ClubCloudComputing



Characteristics lead to benefit and risk

 Rapid provisioning, benefit:
 Quick leverage of innovative services
 Rapid provisioning, risk:
« Uncontrolled spend

Cloud



Blurring line between cloud and OldSkool DC

AIUOITEID, Kubernetes &
OldSkool DC converged Abstraction, Public cloud

infrastructure APIs PTENS EEve

31 mei 2023



Feature velocity through devops and
continuous delivery

Number of deployments per day
(source: “The Phoenix Project”, 2012)

Deploy Frequency | Deploy Lead Time

Amazon 23.000/day Minutes
Google 5.500/day Minutes
Netflix 500/day Minutes
Twitter 3/week Minutes
Typical enterprise  1/9 months Months

At higher deploy frequency, reliability increases

Cloud



Devops

Continuous
delivery

e quick response

on customer
feedback

e integration of
development and
operations

e automatic and
frequent push
from development
to production



From code to production

External libraries ‘ h

Trusted base OS ‘

Source code

Repository, i.e.
Github

md

Source code

—

I

SlubCloud

Build server,
i.e. Jenkins,
codeship.io

Static and dynamic testing




Cloud native: microservices

@ @ 0

Source: Spring.io ClubCloudComputing



Science of DevOps

 Four measures of software
delivery performance:
 Deploy frequency
* Lead time
« Mean time to restore
« Change fail percentage

« High performers spend 50%
less time remediating
security issues

Cloud

THE SCIENCE OF LEAN SOFTWARE AND DEVOPS

ACCELERATE

Building and Scaling High Performing
Technology Organ zations

Nicole Forsgren, PhD
Jez Humble, and Gene Kim

h fore  Martin Fowler c yK ssler
e stody cont.buted by Steve Bell o Kar en Whitley Bell




Lean production &

the three ways of DevOps

1. Systems thinking:
reduce Muda, Mura, Muri
2. Rapid feedback loops: Jidoka
3. Continuous improvement:
Kaizen, Chaos engineering

Cloud

Phoenix
Project

and Helping Your Business Win

Gene Kim, Kevin Behr, and George Spafford



CD controls sample

* IDE based Static Testing
« Automated unit testing

» Digitally signing binary artefacts and storing them in secure
repositories.

 Secure, automated configuration management and provisioning
* Infrastructure is code, version it

 Targeted dynamic scanning (DAST)

« Production monitoring

« Chaos Monkeys

 Source code, library and OS provenance

Cloud



Cloud Security Alliance
Cloud Control Matrix

« CSA: dominant industry coalition

* Cloud Controls Matrix version
 Aligned with CSA Guidance

« CCM features:
* 16 control areas, ~132 controls

 Selectable by S-P-I, Provider/Tenant
* Cross referenced to ISO 27001, COBIT, HIPPAA, PCI-DSS etc.

cloud
P

VoM security

alliance

P Y. YV &
L IVi

Cloud Controls Matrix

Cloud
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Irormation Sacurty - Porable / Mobila

Coatrol Specification

Poiciaz and procedures shall ba astablizhad and
measures implemented o stnctly imit access to
sensitiva data fiom portabla and mobile dewces

such as lagtops, cel pi and personal digital
assistants PDAS), which are ganerally highee-risk
than non-partable 9. deskiop
computars & the organization's aciities)

Tremmation Sacury - Sowcs Code
60 |Accass Rastiction

User accens o progiam =ource cods el be
rastrictad to authonzed parsennal

Irformation Security - Utifty Progiams
ACCBSS
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The use of ulity program thet. might be capable
of rerrkding Sy3tem and appication controls shall
be restrcted

Lagal - 100 DNaCIBure Agreaments

G0

7 Tor confasriiaity of
agreemants reflacting the arganizations needs for
the protection of deta shal be identifed and
e #t planned itenvals

Legal - Third Paty Agresmects

M4 > w0\ CSA Controls Matrix (CM) v2.
Ready

1 Compler
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s information assets. or 3dding

¢ 5erAces to fommation ascats shal
cover al rekevant securty requrements
Agreaments grosions shal inClude secarty
le.g. encryption, access controls, and keskage
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axchanged to praven! improper drzclozure
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CCM in a simple supply chain
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Continued education

ot et ad &
LLJIN

Certificate of
Cloud Security Knowledge

CCAK

Certificate of Cloud Auditing Knowledge
A Cloud Security Alliance® and ISACA® Credential

Cloud



*\Vragen?

*LinkedIn: Peter H ] van Eijk

*YouTube: ClubCloudCormr

s WWW.C]

ubcloudcomputir

Worksk

op.clubcloudconmnr

Cloud
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WHICH CLOUD SERVIGE MODEL IS RIGHT FOR YOU?

[:Iﬂlld WHAT DO YOU EXPECT FROM WHICH BUSINESS
CLOUD COMPUTING? IMPROVEMENTS DO YOU
AIM FOR?
COST ADVANTAGE?
WHICH APPLICATIONS ARE MOST A oA ions

IMPORTANT TO YOU?

ARE THESE
NO APPLICATIONS
J UNIQUE TO

YOU?

YOU WILL
BE A SAAS
PROVIDER

WILL YOU BE
SMART IN SCALABILITY
AND CAPACITY
MANAGEMENT?

YOU WILL YOU WILL
BE A PAAS BE A IAAS

YOU WILL
BE A SAAS

CONSUMER CONSUMER CONSUMER

READ MORE ON HTTP://I WWW.CLUBCLOUDCOMPUTING.COM/2014/04/CLOUD-SERVICE-MODEL-RIGHT/



Lift & shift risks

 cost optimization (e.g. network cost)

« performance (latency)

« visibility (logging)

 implicit security controls missing (access control)
* legal risk (jurisdiction)

* missing opportunities (scalability)

* lack of migration planning

Cloud



