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The problem - 1

In the beginning:



The problem - 2

The global network



The problem - 3

When we say ‘smart’, we usually just mean ‘it has an IP address’



The problem - 4

scans.io (censys.io)



The problem - 5

shodan.io



The problem – etc...

●Scanners, like Nmap, masscan, zmap.io have reversed the 

attack pattern (get the CVE, then find the victim)

●Domain names: scada.myfactory.co, roomba.family.home

●Github code

●Numerous ways of authentication & authorizing access; not a 

lot of standards with developers

●Et cetera...



Intermezzo



Port knocking - 1

“Shave-and-a-haircut-…-two-cents”



Port knocking - 2
1) 2)

3)

1)

4)



Problem solved!



There might be dragons...

●Repeatable

●Can be observed

●No proper authentication

●One size fits all



SPA

Or

Single Packet Authorization



Single Packet Authorization - 1

●It is not meant to obscure services in the traditional meaning

●It is meant to slow down or stop ‘banner harvesting’ and other 

fingerprinting techniques

●If you read carefully, almost all critics discuss running servers… well, 

guess what… your Roomba should not even be a server

●It is no silver bullet, but it helps



Single Packet Authorization - 2

https://github.com/moxie0/knockknock

https://moxie.org/software/knockknock/

●Encrypted & signed

●Prevent replay – Nonce/randomized padding

●Less chance of triggering IDS (single SYN, so no ‘scan’)

●Tails kern.log



Single Packet Authorization - 3

https://github.com/mrash/fwknop

https://www.cipherdyne.org/fwknop/docs/fwknop-tutorial.html

●Encrypted & signed (can use GPG, does not use S/MIME)

●Prevent replay – Nonce/randomized padding

●Less chance of triggering IDS (single packet, so no ‘scan’)

●User differentiation – Alice may knock differently from Bob

●Runs over Tor



Single Packet Authorization - 4

In essence, a SPA packet has:

- Authentication information

- Origin information

- Service request

- A nonce/random data



Single Packet Authorization - 5
1) 2)

3)

1)

4)



Single Packet Authorization - 6

But there was some mention of user differentiation?



Single Packet Authorization - 7

Since we manipulate iptables, why not...



Game on!



Packet level

●Give different OS-fingerprint every day

●Use tar-pitting tactics

●Send unsolicited answers

●Play proxy to a random host



Service level

●Use standard honeypot software

●Make your own (it is fun: https://lets.g0.rs/find/step0001/ )

●Play proxy (with lots of logging) to a police server

●Counterstrike! A tcp connection goes two ways!



Game over.



Recap

●Software is insecure

●IoT makes a lot of ‘software’ reachable

●Productivity is a thing

●So is cost

●SPA switched on by default can mitigate some errors...



Questions?
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